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2.

ITA ETHICS & COMPLIANCE HOTLINE PRIVACY NOTICE

This Privacy Notice explains how the International Testing Agency (“ITA", “we”, “our”) process-
es personal data submitted through the ITA Ethics & Compliance Hotline (“Hotline”). The
Hotline is a confidential platform that enables individuals to report suspected breaches of
the ITA Code of Ethics committed by ITA Officials.

This Notice applies to all individuals who submit a report (“Reporters”), individuals named in a
report (“Concerned Persons”), and any other persons whose data may be collected during the
assessment or investigation of a report.

By submitting a report through the Hotline, you acknowledge that your personal data will be
processed in accordance with this Privacy Notice.

DATA CONTROLLER

The International Testing Agency, Avenue de Rhodanie 40b, 1007 Lausanne, Switzerland, is
the controller of the personal data processed through the Hotline, and as such determines
the purposes and means of the processing of the personal data.

For privacy-related questions, please contact privacy@ita.sport

PURPOSE OF PROCESSING

The Hotline enables the ITA to receive, assess, and handle reports concerning alleged breaches
of the ITA Code of Ethics in accordance with the principles set forth in the ITA Ethics &
Compliance Reporting Policy. Personal data is processed for the following purposes:

receiving and documenting reports submitted through the Hotline;

conducting initial assessments by the ITA Regulatory Compliance Department;

determining whether the report falls within the scope of the ITA Code of Ethics;

conducting follow-up measures, including preliminary fact-finding;



https://ita.sport/uploads/2025/04/ITA_CoE_editable-version_NOV25_FINAL_.pdf
mailto:privacy%40ita.sport?subject=

ITA ETHICS & COMPLIANCE HOTLINE PRIVACY NOTICE

« referring matters to the ITA Director General, Chair of the Foundation Board, or the ITA
Ethics Panel, in accordance with the ITA Code of Ethics;

e ensuring integrity, impartiality, and independence of the ITA operations;
« complying with legal obligations and requests from competent authorities;

«  preventing misuse of the Hotline (e.g. malicious or knowingly false reports).

Personal data is never used for marketing or unrelated purposes.

5. CATEGORIES OF PERSONAL DATA
PROCESSED

The Hotline may process the following data cateqgories:

3.1. Information provided by Reporters

« identity and contact information (if voluntarily provided);
« relationship with the ITA;

e details of the alleged misconduct;

« uploaded files or evidence;

. names of individuals involved or witnesses.

Reporters may choose to remain anonymous.
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3.2. Information relating to Concerned Persons

« name, role, function;
« alleged actions or behaviour;
« contextual information relating to the report;

o outcomes of assessments or decisions.

3.5. Information obtained during follow-up

interview notes;

internal communications;

supporting documentation;

correspondence with authorities or external bodies.

4. LEGAL BASIS FOR PROCESSING

The ITA processes personal data submitted through the Hotline only to the extent necessary
and proportionate to assess, investigate and address concerns raised under the ITA Code of
Ethics. In handling the content of reports, including information about alleged misconduct or
the individuals involved, the ITA relies on its legitimate interest in ensuring the integrity of
its operations, preventing and investigating ethical breaches, and upholding a safe and
compliant environment for athletes, staff, and stakeholders; this interest is carefully bal-
anced against the rights of all persons mentioned in areport and is applied in line with
dataminimisation and confidentiality safequards. When Reporters voluntarily provide
identifying information, that data is processed on the basis of the Reporter’s consent, which
may be withdrawn at any time as easily as it was provided and is never required for submit-
ting a report. Where applicable laws, requlatory frameworks or anti-doping governance
requirements oblige the ITA to review, retain or disclose certain information, the processing
is carried out to meet those legal obligations, and any onward disclosure is strictly limited to
what is required.
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Reporters must ensure that any personal data about third parties not implicated in alleged
misconduct and included in their report is shared in compliance with applicable laws. It is the
Reporter’s responsibility to obtain any necessary consents from third parties before includ-
ing their personal information in a submission.

5. CONFIDENTIALITY, ANONYMITY AND
IDENTITY PROTECTION

Whether the Reporter chooses to disclose their identity or remain anonymous, all reports
are handled with strict confidentiality. Identifying information about a Reporter is never
disclosed externally unless:

« the Reporter provides their consent;

« disclosureisrequired by legal obligation; or

« thelTA determines the report was malicious or knowingly false.

The ITA applies robust technical and organisational measures to safequard identity and
prevent unauthorised access.

6. INFORMATION SHARING AND
TRANSFERS

The ITA may share information on a need-to-know basis with:

« members of the ITA Regulatory Compliance Department;
« thelTA Director General or Chair of the Foundation Board;
« theindependent ITA Ethics Panel for adjudication;

« external specialists assisting the ITA or the ITA Ethics Panel(e.q., investigators);
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« competent anti-doping organisations, sample collection agencies or sports authori-
ties when the matter falls outside ITA's jurisdiction;

« the World Anti-Doping Organisation (“"WADA");
« competent public authorities or law enforcement.
Whenever possible, information is shared in anonymised or redacted form to protect the

Reporter's identity.

Where personal datais transferred outside Switzerland or the European Union, the ITA
ensures adequate protection by implementing recognised transfer mechanisms.

7. DATA PROCESSOR

The Hotline is operated by RealRecruit, LLC (also known as RealResponse), based in 6230
Sharon Hills Road, Charlotte, North Carolina 28210, USA, as a data processor on behalf of the
ITA. Personal data submitted through the Hotline is stored on servers located in the Europe-
an Union. The ITA ensures that all processors implement appropriate technical and organisa-
tional measures to protect personal data in accordance with applicable law.

8. DATARETENTION

The ITA retains personal data only for as long as necessary to fulfil the purposes of the
report, including:

« theassessment and possible investigation;

« anyproceedings before the ITA Ethics Panel;

« potential appeals before the Court of Arbitration for Sport;

« compliance with statutory retention periods.

Reports found to be outside the scope of the ITA Code of Ethics are retained only as long as
necessary to document the assessment and ensure compliance. All data is securely de-
stroyed once retention is no longer necessary.




ITA ETHICS & COMPLIANCE HOTLINE PRIVACY NOTICE

EEEEEEEEEEEEEEEE

9. RIGHTS OF DATA SUBJECTS

Depending on applicable law (Swiss FADP, GDPR), individuals may have the right to:

e requestaccess to their personal data;

request correction of inaccurate data;

request deletion where legally permissible;

request restriction of processing;

object to processing based on legitimate interests;

Request data portability;

submit concerns to a supervisory authority.

These rights may be limited where exercising them would:

compromise confidentiality of the Hotline;

interfere with investigations;

affect the rights of third parties;

undermine the integrity of a pending review or decision.

Requests to exercise any of the above rights may be submitted to: privacy@ita.sport

10. SECURITY

The ITA implements appropriate technical and organisational security measures, including
encryption, access controls, audit logs, and secure storage, to protect data against:

unauthorised access;

misuse;

loss or alteration;

accidental disclosure.

Access is strictly limited to authorised personnel.
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11. CONTACT US

For questions about how personal data is processed, or to exercise any data subject rights,
contact us at: privacy@ita.sport

For unresolved concerns, individuals have the right to lodge a complaint with:

. The Federal Data Protection and Information Commissioner (FDPIC), Switzerland,
Feldeggweg 1, CH-3003 Bern, Switzerland; or

« The data protection authority where they live or work.

12. UPDATES TO THIS NOTICE

This Privacy Notice is version 1.0, adopted on 1December 2025.

It may be reviewed and updated periodically to ensure continued compliance with applicable
laws and best practices.

The most recent version will be published on the ITA's website.
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